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>>>>BEGINNING OF CHANGES<<<<
6.13
MBS Security function

Security function may be used to protect MBS related signalling/data. Detailed descriptions of security requirements, procedures and handling for 5G Multicast/Broadcast Service (MBS) are provided in TS 33.501 [20].

|For MBS multicast security control plane procedures, MBS security function is implemented in the MBSF/MBSTF so that it can be applied only when MBSF/MBSTF are used (i.e. Configuration option 2 and 3). For configuration option 1 how to support MBS security is out of 3GPP scope.
The following additions for MBS multicast control plane procedures in the present specification apply if the MBS security function for multicast as defined in TS 33.501 [20] is used:

-
The multicast session security context, as defined in TS 33.501 [20], is used to protect MBS traffic of an MBS session. During the session establishment and when a UE joins, the multicast session security context contains MSK and MTK.

-
The UEs in the MBS session use the received multicast session security context to process the protected MBS traffic.

-
MBSF distributes the multicast session security context to the MB-SMF via the Nmbsmf_MBSSession_Create Request or Nmbsmf_MBSSession_Update Request message.

-
The SMF interacts with the MB-SMF to obtain the multicast session security context. The MB-SMF provides the security context in the Nmbsmf_MBSSession_ContextStatusSubscribe response message and in the Nmbsmf_MBSSession_ContextStatusNotify request message.

-
If the UE is authorized to join the Multicast MBS session, the SMF shall provide the multicast session security context to the UE in N1 SM container if it received the multicast session security context from the MB-SMF.

-
When the MSK needs to be updated, MBSF shall send the updated multicast session security context to the MB-SMF, and then the MB-SMF shall trigger the session update as specified in clause 7.2.6 to provide the updated multicast session security context to the UEs in the related MBS session. The updated multicast session security context shall contain an updated MSK and may contain an updated MTK in addition.

NOTE 1:
If no MSK but only the MTK is to be updated, the session update described in the previous bullet is not triggered and the MTK is updated as defined in TS 33.501 [20].

NOTE 2:
Interaction between MBSF and MBSTF will be defined in TS 33.501 [20] and TS 26.502 [18].

For MBS multicast security user plane procedures, MBS logical security function is implemented in Multicast/Broadcast Service Security Function (MBSSF) defined in TS 33.501 [20]. 

NOTE 3:
Clause 9.1 defines the services for supporting security function for control plane procedure. The additions to the user plane procedure to support the security function for multicast and broadcast can be used as defined in TS 33.501 [20].

>>>> NEXT CHANGES<<<<
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1], TS 23.501 [5] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

CDN
Content Delivery Network

FEC
Forward Error Correction

FSA
Frequency Selection Area

LL SSM
Lower Layer SSM

MBMS
Multimedia Broadcast/Multicast Service
MBS
Multicast/Broadcast Service.
MBSF
Multicast/Broadcast Service Function.

MBSSF
Multicast/Broadcast Service Security Function
MBSTF
Multicast/Broadcast Service Transport Function.

MB-SMF
Multicast/Broadcast Session Management Function.

MB-UPF
Multicast/Broadcast User Plane Function

PTM
Point To Multipoint

PTP
Point To Point

SSM
Source Specific IP Multicast address.

TMGI
Temporary Mobile Group Identity
>>>>END OF CHANGES<<<<
